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Bind with DNSSEC?

$ ./configure --with-openssl

$ head config.log

This file contains any messages produced by compilers while

running configure, to aid debugging if configure makes a mistake.

It was created by configure, which was

generated by GNU Autoconf 2.61. Invocation command line was

$ ./configure --prefix=/usr/local --with-openssl
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DNSSEC aware config

options {

dnssec-enable yes;

e BIND: dnssec-enable
e NSD:As default
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Generate keys

Usage:

dnssec-keygen -a alg -b bits [-n type] [options] name

Version: 9.6-ESV
Required options:
-a algorithm: RSA | RSAMD5 | DH | DSA | RSASHAl | RSASHA256 | RSASHA512 | NSEC3DSA | NSEC3RSASHAl |
HMAC-MD5 | HMAC-SHAl | HMAC-SHA224 | HMAC-SHA256 | HMAC-SHA384 | HMAC-SHA512
-b key size, in bits:
RSAMDS5 : [512..4096]
RSASHA1l: [512..4096]
NSEC3RSASHALl: [512..4096]
RSASHA256: [512..4096]
RSASHA512: [1024..4096]
DH: [128..4096]
DSA: [512..1024] and divisible by 64
NSEC3DSA: [512..1024] and divisible by 64
HMAC-MD5: [1..512]
HMAC-SHA1l: [1..160]
HMAC-SHA224: [1..224]
HMAC-SHA256: [1..256]
HMAC-SHA384: [1..384]
HMAC-SHA512: [1..512]
-n nametype: ZONE | HOST | ENTITY | USER | OTHER
(DNSKEY generation defaults to ZONE
name: owner of the key
Other options:
<class> (default: IN)
<digest bits> (0 => max, default)
use large exponent (RSAMD5/RSASHAl only)
keyflag: KSK
<generator> use specified generator (DH only)
<type>: AUTHCONF | NOAUTHCONF | NOAUTH | NOCONF (default: AUTHCONF)
<protocol>: default: 3 [dnssec]
<strength> strength value this key signs DNS records with (default: 0)
<randomdev>: a file containing random data
<verbose level>

: generate a TYPE=KEY key NLnEt
Output: ]

K<name>+<alg>+<id>.key, K<name>+<alg>+<id>.private 1 La b s
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Generate two keys

$ dnssec-keygen -a RSASHAl -b 2048 -n zone -f KSK example.com
Kexample.com.+005+41863

$ dnssec-keygen -a RSASHAl -b 1024 -n zone example.com
Kexample.com.+005+58803

* Generate a Key Signing Key and Zone Signing Key
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$include the keys

STTL 100

@ 100 IN SOA ns (
zonemaster ;
2008091600
100 ; These wvalues
200 ; are to unrealistic for
604800 ; production zones
100
)
NS ns
ns A 192.0.2.1
demo A 192.0.2.3

Sinclude Kexample.com.+005+41863.key
Sinclude Kexample.com.+005+58803.key
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S dnssec-signzone -o example.com zonefile.txt

Creates a ds-set as a bonus!
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Serve your zone

zone "example.com" {

type master;

file "example.com.signed";

* Just point to it in your masterfile
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; Got answer:

4

.
14
.
4

; WARNING: recursion requested but not available

4

4

<<>> DiG 9.5.0-P2 <<>> (@192.168.1.11 example.com SOA +dnssec

(1 server found)
global options: printcmd

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 53425
flags: gqr aa rd; QUERY: 1, ANSWER: 0, AUTHORITY: 4, ADDITIONAL: 1

; OPT PSEUDOSECTION:

EDNS: version: 0, flags: do; udp: 4096
QUESTION SECTION:

;example.com. IN SOA

o o
r s

AUTHORITY SECTION:

example.com. 100 IN SOA
example.com. 100 RRSIG
example.com. 100 NSEC
example.com. 100 RRSIG
100 DNSKEY

4

4

SERVER: 192.168.2.202#53(192.168.2.202)

;; WHEN: Wed Sep 17 22:36:49 2008

o o
rs

MSG SIZE rcvd: 452

ns.example.com. zonemaster.example.com. (
2008091600 ; serial

100 ; refresh (1 minute 40 seconds)
200 ; retry (3 minutes 20 seconds)
604800 ; expire (1 week)

100 ; minimum (1 minute 40 seconds)

)
SOA 5 2 100 20081017184752 (

20080917184752 58803 example.com.
mMS8by7109SKFv+zQHB/ddOczsmZpsvwrwil
gBhl2tqK/9kGtuID8 £50vERqwSDhE4e462yF
sS8839J1KYndgMJu/cCY1qGIW34tad83P/yu
1PWdZOObDGB8Jd0BeE4Sj8TbUtSrnJblZvByG
0IIBOJKZHRe009SBQAKFXqUnr/E= )

demo.example.com. NS SOA RRSIG NSEC DNSKEY
NSEC 5 2 100 20081017184752 (
20080917184752 58803 example.com.
ROta6SMOWFoRrmEAdPaHIbVigNJAWYsPZYCG
iGodUKVDxGPw/E77rkMdwIKJZk3n/IMHleM+
ce/8v2zU3cBXtJ2BjFKiJ3quDWaJRb33DGWH
+SaI0Jgc41HMwcTGzdogGdznCJ0xpbY¥YmV9og8
rCzZv59qWJI3sferRYTVRMbEokBhO= )

256 3 5 (
AWEAAbMW4ddT7IZ+xHcPkbyimnQEVd/h41Pm
VI2ghRdMoy3vY+Y4m0jg4YKL6DSRaWppZpF4
YGVvrL/jWngKUaUOeEDjDLx3e79K9t4ncL66
jKFgB1pOxUKxNSKda9nm4JbjoGZwU+AH4aGc
94fKVb12+jwSx6Y9UNN4E13JHIMeQvnt

) ; key id = 58803;; Query time: 1 msec
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¥ Daddjams

Domains ©

My Account > DOMAINMANAGER

Publish at Parent

Welcome: okolkman

Discount Domain Club: N

Domain Details

D New .COMs Just 9.99*
#8 Save on the world's most popular domain! ——

New! Mobile Domain Management See More ...

5 Great news! The new DNS Manager is live.

© Al Domains NET-DNS.ORG
: - o L)
L_‘lv ‘ﬁ "E; v 7 gv Py~
Organize  Locking Cash in Upgrade Renew Forward

Domain Information
Registered: 4/2/2002

Locked: Locked Manage
Expires On: 4/2/2012 Renew Now
Auto Renew: On Manage

Extended Auto Renew: Off Get Extended Auto-Renew!

Status: Active Refresh Page

Authorization Code: Send by Emai
Forwarding: Off Manage

Nameservers

Nameservers: (Last update 4/27/2011)
NS HACTRN.NET
NS1.NET-DNS.ORG

SEC2 AUTHDNS.RIPE.NET
MCVAX.NLNETLABS.NL

Set Nameservers
Manage DS Records

co
S 7

Naomeseruers

Set Nameservers

Certified Domain: No certification
Domain Appraisals: No appraisals
CashParking: Disabled

Business Registration: Off

DNS Manager

DNS Manager: Not hosted here

Account Change

anage DS Records

n Ownership Protection: Off

( Advanced View  Quick View

Delete Selected
Related Products
Manage Hosting: Not hosted here

WebSite Tonight®: Off
Learn More/Add

Email Accounts: None
Learn More/Add

InstantPage: Not activated

Learn More/Add

Domain Variations Bundle: Options

Learn More/Add avaiable

Learn More/Add
TLD Specific
Not Appicable

Diagnostic View

Learn More/Add
Learn More/Add

Managg
Manage

Learn More/Add
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Manage DS Records

Records for NET-DNS.ORG

Key Tag  Algorithm DigestType Digest  MaxSigLife Flags Protocol Public Key Updates &)
» 43393 7 1 ZEE NA NA NA NA Edit Remove

» 43393 7 2 F1A.. NA NA NA NA Edit Remove

Add new DS record

What is DNSSEC?

DNSSEC is a security measure that

uses digital signatures to LEARN MORE
authenticate the origin of DNS data

and prevent the use of forged DNS

data. Learn more.

Lnet
Labs

© 2006-2012 NLnet Labs, Licensed under a Creative Commons Attribution 3.0 Unported License.

Wednesday, February 15, 12


http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/

Add DS Records Step1o0of2

Create Records for NET-DNS.ORG Switch to basic mode * Required

Enter up to 10 DS records *

Example: COOLEXAMPLE.COM 3600 IN DS 12345 2 1 3489¢4a6930c385a00e797d1f9a7051eea4ab85d ;comments
(yReplace all existing DS records

@Append to existing DS records

s
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NamesBeyond™

Make Your Mark on the Web.
olaf@NLnetLabs.nl

DNSSEC

|

Domain Name Nameserver1 | Nameserver2 DNSSEC

dns-school.org ns.secret-wg.org open.ninetiabs.nl E

4

i

|

Resources

’ 0Q DNSSEC FAQ
ge Fass Dra ORG DNSSEC FAQ
0 ¢ 0 Hosting Registrar Experience

Lessons from DNSSEC Implementation
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Home

Domain
Renew

Update
Contact

Update
Nameserver

DNS
Management

Domain
Forwarding

Request
Client

NamesBeyond™

Make Your Mark on the Web.

olaf@NLnetLabs.nl

Domain Name : dns-school.org
Self Hosting
If the customers hosting provider is supporting DNSSEC and they have ds data, click "Add DS Record" bution and no need 1o go Namesbeyond NS u
section.
Key Digest
Domain Created Tag Algorithm Type Digest
2011- '
04-27 13554 7 2 SaecObicdaled41243ed5085/6849b111e8e9d25898a196¢63211193¢5b4586b3 Remove “
113954
dns- 2011- ‘
achool.on 04-27 13554 7 1 840cdbb4e8739c7c19ede5109876c4667314¢ Remove “
9 113032
Add DS Record |

I Your hosting provider does not support DNSSEC then you can change your Nameservers to our Nameservers.
To Change Nameservers click edil. Edit

|b
i

Resources

NLnet
i 1abs

© 2006-2012 NLnet Labs, Licensed under a Creative Commoﬁs At-tributic;n 3.0 Unported License.

Wednesday, February 15, 12


http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/

This was the essence

Now
Automate
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Automate using Bind

* Configure your zones to work with dynamic
update (IMPORTANT)

* Add “auto-dnssec” to you configuration

* allow: use the keys when told to sign (in
combination with cron maintained rndc resign)

* maintain: have the name daemon maintain the
signatures (recommended)

* Use dnssec-settime to prepare your keys
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But first let us try to understand keys and timing
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